NEN TANG MO PHONG TAN CONG MANG
MANET DUA TREN OMNET++5.X

Mai Cuong Tho
Khoa Cong nghé thong tin
Dai hoc Nha Trang
Nha Trang, Viét Nam
thomc @ntu.edu.vn

Tom tat ngi dung—Bal bao nay trinh bay két qua nghién citu
kién triic phan mém mé phong mang OMNeT++ 5.6, thu vién
INET4.x va NETA framework, tir dé thiét ke xay dung nen tang
u'ng dung (NTU-Attack) dé méd phéng mot s6 hinh thuc tan cong
va chong thn  cong mang MANeT tren glao thitc AODV. Nén tang
nay dugc thlet ké aé tlep tuc phat trién dé aé nghlen citu va thue
nghlem cic thn cdng, va cac giai phap phat hién va phong chong
tn cong mang MANET Kkhac.

Index Terms—MANET, AODV, OMNEeT++, INET, NETA

I. PAT VAN BE

An ninh mang néi chung, va an ninh mang khong day noéi
riéng trong d6 c6 mang tuy bién khong day di dong (MANeT),
mang cim bién khong diy (Wireless Sensor Network), mang
ty bién di dong trong xe hoi (VANeT), mang cdm bién khong
day duédi nudc (UnderWater Wireless Sensor Network ) luon
la vin d€ quan tdm clia cic nha nghién ctu. Viéc st dung
phan mém mo phéng trong nghién ciu 1 can thiét trong bdi
canh st dung phan ciing thuc 1a rat dit do va khong theo kip
thay ddi clia cong nghé. Cic cong cu md phong thudng dudc
st dung dé€ kiém tra danh gia cic giao thiic mang mdi va cac
hé thdng phiic tap, cung cip cho cong déng nghién ciu trién
khai cdc nghién cttu ma khong phu thudc qui nhiéu vao thiét
bi vat ly do chi phi 16n. Tuy nhién viéc lga chon mdt trinh
mo phéng khong phai 1a nhiém vu dé& dang. N6 doi héi mot
nghién ctiu trudc d6 danh gid nhitng wu diém va han ché ciia
cic phin mém nay, tuy vdy tyu chung, mdi trinh md phéng
¢6 nhiing uu, nhuge diém trén cidc mién tng dung riéng.
Nhiéu phﬁn mém mod phong da ra doi [1](NS2, NS3, OMNeT,
OPNeT.,..), c6 ci ban méit phi 14n mién phi danh cho hoc thuat.
Ddi v6i cac nha nghién ciiu da sé dung cic ban danh cho hoc
thuat, va do d6 ho sé phai tu nghién citu dé khai thiac phan
mém ma ho st dung, diéu nay tiéu ton nhiéu thoi gian. Ngay
nay OMNeT++ 1a mot trong cac cong cu dudge st dung rong
rai nhat nhd vio mot lugng 16n cac nén tang (INET, MIXIM,..)
né cung cip, cung véi d6 1a tinh linh hoat cao va giao dién
ngudi dung than thién va mot sd uu diém khac. N6 1a mot
phan mém md phéng ma ngudn md, thiét ké huéng ddi tuong,
ma lénh C++ hoan toan, mién phi, dugc phat trién cho ca
mang khong day va cé day, hé sinh thai 16n dga vao né. Do
d6 rét thich hop cho nghién ctiu cic vin dé vé mang khong
day. Trén co s& do, phat trién mot nén tang danh riéng cho an
ninh mang khong day trén nén tang OMNeT 1la rat can thiét.

Viéc c6 dudc nén tang gia 1ap cic tin cong mang 1a tién dé
cho viéc phat trién cic nghién ctu bdo mat mang MANeT,
WSN, VANeT, UWSN.

II. VAT LIEU VA PHUOGNG PHAP NGHIEN CUU

Phin sau diy trinh biy ciin ban cdc dbi tugng nghién cifu
trong bai bdo, bao gém: OMNeT++, INET, va NETA va giao
thiic dinh tuyén AODV trong MANET.

A. OMNeT++

OMNET++ [2] [3] (Objective Modular Network Testbed in
C++) 1a mot ting dung cung cip cho ngudi st dung moi trudng
d€ tién hanh mo phdéng hoat dong ctia mang. Muc dich chinh
cia tng dung 1a m6 phong hoat dong mang thong tin, tuy
nhién do tinh phd cip va linh hoat cia n6, OMNeT++ con
dugc st dung trong nhiéu linh vuc khac nhu mo phdng cic hé
théng thong tin phic tap, cdc mang ki€u hang dgi (queueing
networks) hay céc kién triic phan ciing... OMNeT++ cung cip
san cdc thanh phan tuong ting v6i cic mo hinh thuc té. Céc
thanh phan (module) dugc 1ap trinh theo ngdn ngit C++, cdc
module nay sau d6 dudc tai st dung va tip hgp lai thanh nhiing
thanh phan hay nhitng md hinh 16n hon bing mdt ngon ngit
bac cao (NED).
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Hinh 1.

Céc thanh phan don, t8 hop va giao tiép gifta cac thanh phin

OMNeT++ hd trg giao dién dd hoa, tuong tng véi céc
mo hinh ciu tric clia né dong thdi phin nhin mo phdng
(simulation kernel) va cac module cia OMNeT++ ciing rit dé
dang nhing vao trong cédc tng dung khic. Cic nén tang mo
phong chinh trén nén taing OMNeT++ 4.x c6 thé ké dén nhu



INET framework, OverSim, Veins, INETMANET, MIXIM va
Castalla. Hién nay, OMNet++ da phat trién dén phién ban 5.6
v6i cAu triic va t6 chiic du 4n c¢6 nhiéu thay ddi, do vdy, nhiéu
nén tang trén chay trén ban 4.x sé khong tuong thich va khong
hoat dong dudc néu khong dugc phat trién va thay d6i theo.
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Hinh 2. Vi du: Node mang khong diy dugc xay dung tit cdc module don

B. INET framework

INET [8] cung cip cic giao thic, cc tic td, cic mo hinh
khac cho cac nha nghién cttu va sinh vién lam viéc v6i mang
truyén thong, INET dic biét hitu dung trong thiét ké va kiém
tra cac giao thic mdi, hodc kham pha cac kich ban méi va
ky la. N6 1a nén tang dudc st ding nhiéu nhit va 16n nhat
trong hé sinh thai OMNeT++ [9][10]. N6 bao gém cac md
hinh mo6 phéng cho ngin xép giao thic Internet (TCP, UDP,
IPv4, IPv6, OSPF, BGP), cic giao thiic 16p lién két khong day
va c6 day khac nhau (Ethernet, PPP, IEEE 802.11..), hé trg
tinh di dong, cdc giao thic mang MANET, mot s6 mo hinh
ting dung va nhiéu giao thific va cic thanh phan khic. INET
dudc duy tri va phat trién bsi ddi ngi OMneT++, do vay su
phét trién, thay ddi cia OMNeT++ kéo theo su thay d6i va
phat trién cia INET. Phién ban INET hién tai tucng thich véi
OMNeT++ 5.x la INET4.x

C. NETA framework

NETA (NETwork Attacks Framework for OMNeT++)
[10][11] 12 mot nén tang mo phdng tin cong mang truyén
thong, dugc phat trién trén nén INET vd OMNeT++ dua vio
viéc xay dung cdc node mang tin cong, hanh dong tin cong
trén cac node nay sé dugc kich hoat trong lic hoat dong béi
céc thong diép diéu khién. NETA dudc du dinh trd thanh nén
tang hitu dung cho cdc nha nghién ciu tip trung chi yéu trén
linh vuc an ninh mang. Thiét ké linh hoat ctia n6 phit hgp dé
thuyc hién va danh gia nhiu loai tin cong mang khic nhau,
lam co s& ddnh gia chun cho céc giai phdp phong thi hién

tai trong cling diéu kién thit nghiém hoic dé€ phat trién cac k¥
thuat phong thii méi. Ba loai tin cong dugc thuc hién trong
NETA, bao gdm sinkhole attack, delay attack va IP dropping
attack.

Y tuéng chinh ciia NETA thuc thi cic node mang mdi c6 thé
thyc hién tAn cong (attacker node), viéc nay dudc quan tri béi
bd diéu khién tin cong (attack controller), cac bd diéu khién
nay sé quan tri mot hodc nhidu module ctia mot attacker node
béi viéc giii cdc thong diép diéu khién (control message).
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Hinh 3. Node mang thong thuong va Node mang tin cong

Do dudc thiét ké dua trén OMNeT++/INET, nén khi kién tric
nén va t§ chiic ma Iénh clia né thay déi thi NETA khong hoat
dong dudc do khong tuong thich. Pay chinh 1a dong luc dé
ching t6i phat trién mot nén ting méi dua trén y tudng cla
NETA va chay trén INET4.

D. Giao thitc dinh tuyén AODV

AODV 1la mot giao thic dinh tuyén dong, hoat dong theo
yéu cau, da ching va tu khéi dong giita cac niit di dong trong
mang MANET. N6 cho phép tim dudng nhanh va khong yéu
clu cdc nit duy tri cdc con dudng t6i dich khi khong truyén
thong. Giao thic nay ciing cho phép cac nut hoat dong binh
thudng ngay ci khi ciu triic mang thay ddi hoic lién két bi
dit. Qua trinh tim dudng dugc khdi tao bat cii khi nao c6 mot
niit cAn truyén tin v6i mot nit khéc trong mang ma khong tim
thiy tuyén dudng lién két t6i dich trong bang dinh tuyén. N6
phat quing ba mot g6i yéu cau tim duong (RREQ) dén cic
nut lan can. Céc nit 1an cin nay sau d6 sé chuyén tlep 2061
yéu cau dén niit 1an can khéc ctia chiing. Qua trinh ci tiép tuc
nhu thé cho dén khi c6 mdt nit trung gian nio d6 xic dinh
dugc mot tuyén “di tuci” dé dat dén dich hodc géi tin tim
dudng dugc tim dén dich. AODV st dung s6 thi tu dich dé&
dam bio rang tit ca cac tuyén khong bi lip va chia hau hét
thong tin tuyén hién tai. Trong qua trinh chuyén tiép RREQ,
cdc nit trung gian ghi vao bang dinh tuyén ctia ching dia chi
clia cdc nit 1an can khi nhan dudc ban sao dau tién cta géi
quang ba, tif d6 thiét 1ap dugc mot dudng dan theo thoi gian.
Néu cdc ban sao ctia cing mdt RREQ dudc nhan sau dé tai
mot nit, cic géi tin nay sé bi huy. Khi RREQ da dat dén dich



hay mot nit trung gian véi tuyén “dd tuoi”, nit dich (hodc nit
trung gian) dap tng lai yéu cau RREQ bing cédch phét unicast
mot géi tin tra 15i (RREP) ngudc trd vé niit 1an cian ma tir d6
n6é nhan dugc RREQ. Khi RREP dugc dinh tuyén ngugc theo
dudng dan, cic nit trén dudng din d6 thiét 1ap cdc thuc thé
tuyén chuyén tiép trong Bang dinh tuyén cta chi nit ma né
nhan dugc RREP.
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Hinh 4. Qua trinh kham pha tuyén khi c6 nhu ciu
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Giao thiic AODV [13] khong hd trg bat ky co ché an ninh nao
dé chéng lai cic cudc tin cong. Mot sb di€ém yéu chinh ctia
giao thiic AODV c6 thé ké dén bao gom: (1)- Ké tdn céng cé
thé’ dong gid mét miit nguon S bdng cdch phdt qudng bd goi
RREQ vdi dia chi IP nhw la dia chi cia niit nguon S. (2)- Ké
tdn céng co thé’ gid lam niit dich D bdng cdch phdt qudng bd
g0i RREP vdéi dia chi nhu la dia chi cuia niit dich D. (3)- Ké
tdn coéng co thé gidm gid tri truong hop count trong RREQ
va RREP dé cdc mit nguon cho rang né co tuyén duong di
ngdn nhdt téi dich. (4)- Ké tdn cong co thé'tang gid tri truong
sequence number trong RREQ va RREP lam cdc it nguon
cho rdng né cd tuyén dwong di méi nhdt di tdi dich.

E. Tdn céng 16 den- Blackhole Attack

Giao thiic AODV chua c6 co ché an ninh trong qua trinh
kham pha tuyén, nit nguén NS chip nhan tit ci cic géi
RREP nhin dudc dé cip nhat dudng di mdi néu thoa diéu
kién 1a tuyén duong viia khdm pha dd "tuci" va cé chi phi
t6t nhat. LS hdng bio mat nay bi tin tic khai thic d€ thuc
hién nhiéu hinh thic tin céng mang trong d6 c6 tin cong
16 den [14]. TAn cong 16 den c6 thé thuc hién véi mdt hoic
nhiéu nit doc hai riéng 18, trong trudng hop st dung hai nit
ddc hai két ndi v6i nhau thi hinh thic ndy dudc goi 1a cong
tac thn cong. D& thuc hién tAn cong 16 den, nit doc hai thuc
hién qua hai giai doan: Giai doan 1, nut doc hai tu quang
cdo cho nit ngudn ring ban than né cé tuyén dudng dén dich
v6i chi phi tét nhit, nhd vy ma nit doc hai c6 thé danh lira
nit nguén chuyén huéng dén dich thong qua né. Giai doan
2, nit doc hai dén nhan tit cd géi tin tif ngudn chuyén dén
va huy (drop) tit ca nén ddy dudc goi 1a hinh thic tin cong
pha hoai. Trong cong tc tin cong 16 den thi géi tin dit liéu
dudc chuyén tiép dén mit thi hai, va bi huy tai mit nay nham
tranh bi phat hién. Hinh 5 m6 td m6 hinh mang cé node doc
hai (node 4) thuc hién tin cong blackhole, node ngudn (node
1), node dich (node 8)
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Hinh 5. Mang c6 node doc hai (node 4) thuc hién tén coéng blackhole, node
ngudn (node 1), node dich (node 8)

II. KET QUA NGHIEN CUU VA THAO LUAN

A. Phdn tich thiét ké nén tang NTU-Attack

Hé théng NTU-Attack dudc ching toi thiét ké dua trén viéc

thira k& va phét trién tif y tudng va kién tric cia NETA
framework, tuan thi nguyén tic thiét ké ciia NETA (khong
hiéu chinh cic framework nén: INET/OMNeT++; stra ddi it
nhit c6 thé cac module bi hack), d& hoat dong tuong thich trén
nén tang OMNeT++ 5.x va INET 4.x, gitip md phong mot s6
tAn cong mang MANET, thit nghiém céc giao thic méi va cic
ky thuat phong chdng va phat hién tin cong.
TAn cong mang néi chung, mang MANET néi riéng c6 thé
dugc thuc hién & ting khdc nhau trén md hinh TCP/IP (tin
cong tang dng dung, ting van chuyén, ting mang, va lién két
dit liéu. NTU-Attack nham muc tiéu truéc hét 1a mo phéng tin
cong vao ting mang, ma cu thé 1a vio giao thic dinh tuyén
AODV. Do vay, d€ xdy dung node mang mao danh 12 node dich
(glii ngay g6i RREP gid mao ngay khi nhan dugc géi RREQ
v6i Destination Number rat 16n) va thuc hién cic hanh dong
nhu hily g6i hoan toan, hily géi theo tan suét nio d6, hiy géi
theo giao thic ting tng dung khi nhan dudc géi, cin xdy dung
phién ban override cdc module IPv4 va AODV cua INET (dugc
dat tén 1a NTU-AODV va NTU-IPv4networkLayer) (Hinh 6),
d€ thuc hién cic hanh vi doc hai trén. Cdc tham sb cho céc
hanh vi doc hai dudc géi trong thong diép diéu khién gdi boi
bo diéu khién NTUattack Controller (Hinh 7).

Tang mang cla
Attacker Node

Hinh 6. M hinh thiét ké cic module ddc hai dua trén viéc ké thita, va overide
cac ham chic nédng cta 16p cha, cung voi ké thita NTU hacked module va
ghi d¢ thuc hién xi ly thong diép diéu khién nhin dugc tit controller



Hinh 7. Cic module ddc hai dudc kich hoat va nhan théng sb qua thong diép
didu khién gti bdi module didu khién tin cong NTU Attack contrller

B. Cdc module da xdy dung

Module NTU-AODV - la module doc hai, thuc hién hanh
vi tAn cong 16 den, 16 xam va 16 chim. Nhu thiét ké, cac tham
s6 diéu khién va kich hoat tin cong sé dugc déng géi trong
thong diép diéu khién ciing tén, dugc tao ra va gii t6i tif bo
diéu khién.

Module NTU-IPv4networkLayer - la module doc hai, thuc
hién hanh vi loai bd géi tin v6i tn suit nao do.

Module NTU-Attack-Controller - 13 module diéu khién viéc
thuc hién cac hanh vi doc hai, cac tham sb cho thuc hién hanh
vi gdbm c6: thoi gian kich hoat, thdi gian ngiing kich hoat,
Ii 1& hity g6i, giao thic hiy géi. PE thuc hién cac kiéu tin
cong cu thé, timg module diéu khién cu thé sé dugc xy dung
dua trén viéc ké thira module NTU-Attack-Controller va xay
dung cu triic thong diép diéu khién riéng, tao thong diép va
gti cho cac module doc hai NTU-AODV va NTU-IPv4 (Cac
controller cu thé da xdy dung bao gdm: sinkhole, blackhole,
grayhole, dropping)

Céc node doc hai thyc hién cic hanh vi tuong tng s€ dugc
xdy dung bing tao ban sao ctia node binh thutng rdi thay
thé cdc module con binh thudng biang ciac module doc hai,
ddng thoi gin thém cdc bd didu khién thuc hién hanh vi doc
hai. Hinh 8 md t4 ma ngudn node mang st dung AODV binh
thuong. Hinh 9 md ta node doc hai dudc tao ra bing cich
thay thé module AODV bing module doc hai NTU-AODV,
thém 2 bo diéu khién thuc hién cic hanh vi diéu khién tin
cong 16 den NTU-BlackholeAttack va diéu khién hanh vi hiy
g6i NTU-DroppingAttack

module NTU AodvRouter extends NTU AdhocHost

{
submodules:
aodv: Aodv {
@display("p=825,226");
}
connections:
aodv.socketOut --> at.in++;
aodv.socketIn <-- at.out++;
}

Hinh 8. Ma ngudn tao node mang st dung giao thiic AODV binh thutng

module NTU Attacker Blackhole extends NTU AdhocHost
{
submodules:
aodv: NTU Aodv {
@display("p=1000.12494,349 .65");

}

blackholer: NTU BlackholeAttack {
@display("p=987.52496,72.45");
active = true; startTime = @s;
segnoAdded = 999; numHops = 1;

endTime = 20s;

}

dropper: NTU DroppingAttack {
@display("p=837.89996,77.174995");
active = true; startTime = 0Os;
droppingAttackProbability = 1;

endTime = 20s;

droppingUDPdata = true;
droppingTCPdata = true;
droppingPINGdata = true;
}
connections:

aodv.socketOut --> at.in++;
aodv.socketIn <-- at.out++;

}

Hinh 9. Ma nguéq tao node mang thyc hién tin cong 16 den giao thiic AODV,
véi ti 1€ hiy g6i bang 1 trén cac loai du liéu TCP, UDP, va PING

C. Két qud thie nghiém va ddnh gid

Dué6i day 1a 2 hinh két qud mo phdng trong viéc c6 va
khong c6 tan cong blackhole giao thiic AODV.
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Hinh 10. Demo khi node tin cong ntu-Blackholer chua kich hoat - mang
hoat dong binh thudng
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Hinh 11. Demo khi node tin cong ntu-Blackholer dugc kich hoat - luu lugng
mang gli tir sender dén receiver bi ntu-Blackholer bat va hiy bo.



IV. KET LUAN

Nghién ctiu cho thiy, c6 nhidu nén ting mo phéng mang
khéc nhau, mdi nén tang c6 nhiing vu diém riéng. Cing vé6i
su phat trién clia cong nghé mang, cic nén ting mo phong
mang ciing thay d6i theo, din t6i c6 nhitng nén ting da khong
con phi hgp d€ phat trién va ciing nhu 12 d6 tuong thich
v6i nén tang dudi. OMNeT++ va hé sinh thai to 16n cta nd,
khién OMNeT++ 12 mot trong cic cong cu ua thich clia cic
nha nghién cdu va sinh vién. INET4, OMNeT++5, va NETA,
giao thic AODV, tin cong mang Blackhole 1a cic vat liéu
chinh chiing t6i nghién cifu, tir d6 xdy dung nén ting méi dé
mo phéng cic tin cong mang tuy bién khong diy di dong
MANET, ciing nhu 12 cong cu dé€ tf diy chiing ta c6 thé st
dung d& phat trién cdc giai phdp phong chéng tin cong mang
MANET va céc giao thic méi hitu hi€u. Bai bao da trinh bay
két qua thit nghiém vdi tin cong blackhole. Tuy vy, ching toi
cling da thi nghiém cic tAn cong khac nhu sinkhole, grayhole,
dropping va mdt vai cai tién giao thic AODV dé chéng lai
tAn cong blackhole. Tiép theo, trong tuong lai chiing tdi s& cb
ging cai dit thém nhiéu hinh thic tin cong mang khac trén
MANET, ciing nhu thyc hién céc nghién ctu phong chéng va
phét hién tin cong.
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